October 13, 2017

Dale Turvey, Area President
Gallagher NAC
16476 Wild Horse Creek Road
Chesterfield, MO 63017

Dear [Data Owner]:

As you know, we currently provide or previously provided organization management services to [Data
Owner]. We are writing to inform you of a recently discovered event that has potentially impacted the
security of information relating to certain current and former [Data Owner] organization members you
provided to us. We are unable to confirm if the information was subject to unauthorized access and are
unaware of any attempted or actual misuse of the information. However, we are writing out of an abundance
of caution to inform you that, as outlined below, we will be providing notice on your behalf of this event to
those [Data Owner] members whose personal information was in the database, as well as offering access to
complimentary credit and identity monitoring and restoration services. We will also be disclosing this event
to the consumer reporting agencies and relevant state regulators as required.

What Happened? On September 21, 2017, our system monitoring tools identified unusual activity relating
to a database within our network that is tied to a web application used by customers. We disabled the web
application and immediately launched an investigation to determine the nature and scope of this activity.
A leading third-party forensic investigation firm was retained to assist with our own internal investigation.
Although the investigation is ongoing, we determined on October 6, 2017 that there was evidence a small
amount of data left our system between June 18, 2017 and September 19, 2017. As we cannot determine
the contents of this data, we cannot rule out that this data included personal information relating to [Data
Owner] members stored in the database.

What Information Was Involved? While our investigation is ongoing, we have determined the names and
Sacial Security numbers of ||l individuals affiliated with your organization were contained in
the database during the period that traffic was identified.

What We Are Doing. We took the steps detailed above to prevent any additional data from leaving our
system and to determine the nature and scope of this event. We are working with our third-party forensic
investigation team to ensure the security of our systems. We are reporting this incident to law enforcement,
as necessary.

We note this event may result in the imposition of a legal obligation on your organization, as the owner of
the data provided to us, to provide notice of this event to your organization members whose personal
information was in the database, state Attorneys General, and the consumer reporting agencies. However,
we are offering to provide notice to your organization’s members on your behalf. And so, unless you notify
us otherwise, on October 25, 2017, we will directly notify, on your behalf, the ||| NN individuals
affiliated with your organization and provide these individuals with access to complimentary credit and
identity monitoring and restoration services.

What You Can Do. We ask that you review this notice and attached sample letter. If you wish to complete
these legal obligations internally, please inform us of such by October 25, 2017 by emailing us at
GNACnotice@mullen.law.









What You Can Do. You can review the enclosed Steps You Can Take to Protect Against Identity Theft and Fraud, which
contains information on what you can do to better protect yourself against the possibility of identity theft and fraud should
you feel it is appropriate to do so.

We also encourage you to enroll in the free credit monitoring and insurance services by using the enrollment code at the

top of this letter and going to www.idex orp.com/protect. Please note the deadline to enroll in credit monitoring and
insurance services is

For More Information. We sincerely regret any inconvenience or concern this may have caused. We understand you may
have questions that are not answered in this letter. To insure your questions are answered in a timely manner, you can call
our dedicated assistance linc at (877) 919-7247, Monday through Friday from 8 a.m. to 8 p.m. Eastern Time (excluding
U.S. holidays).

Sincerely,
N

\

Dale Turvey
Area President

Encl.











