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March 3, 2020

Re: Notification of Data Security Incident
Dear <<First Name>> <<Last Name>>:

We are writing to inform you of a data security incident that may have affected your personal information. Racine County
(“Racine”) takes the privacy and security of the sensitive information in its care very seriously. This is why we are contacting
you, offering you complimentary credit monitoring and identity protection services, and informing you about steps you can
take to help protect your personal information.

What Happened? On April 25, 2019, we discovered unusual activity in our email system. Upon discovering this activity, we
immediately took steps to secure our digital environment and launched an internal investigation. We also engaged an
independent forensics firm to determine what happened and whether personal and/or protected health information may have
been accessed or acquired without authorization. On July 1, 2019, we learned that certain Racine employee email accounts
had been accessed without authorization. Upon completion of the forensic investigation, we engaged a document review
vendor to search the contents of the impacted email accounts to identify the individuals whose personal information may have
been contained within the accounts. We subsequently learned that messages and/or attachments contained within the impacted
email accounts included your personal information. We then worked dili gently to identify up-to-date address information in
order to notify all potentially impacted individuals. This process was completed on February 7, 2020,

While we are not presently aware of the misuse of any information that may have been involved in this incident, we are
providing this letter to you to inform you of the incident and to share steps that you can take to help protect your personal
information.

What Information Was Involved? Based on our investigation, the information may include your <<Variable Text>>.

What We Are Doing. As soon as we discovered the incident, we took the steps described above. In addition, we have taken
affirmative steps to minimize the likelihood of a similar incident occurrin g in the future. This includes working with
cybersecurity experts to enhance the security of our email environment. We are also providing you with information about
steps that you can take to help protect your personal information. As an added precaution, we are offering you MyIDCare™,
identity theft protection services through ID Experts®, a data breach and recovery services expert. MyIDCare services include
twelve months of credit and CyberScan monitoring, a $1,000,000 insurance reimbursement policy, and fully managed identity
theft recovery services.



What You Can Do. You can follow the recommendations on the following page to help protect your personal information.
Also, while we are not aware of any evidence that any information has been misused as a result of this incident, as a
precautionary measure to safeguard your personal information, we encourage you to enroll in complimentary MyIDCare
services by calling 1-800-939-4170 or going to hitps://app.myidcare.com/account-creation/protect and using the Enroliment
Code provided above. MyIDCare experts are available Monday through Friday from 6:00 am — 5:00 pm Pacific Time. Please
note the deadline to enroll is June 3, 2020,

For More Information: We remain committed to protecting the personal information in our care and apologize for any worry
or inconvenience this may cause you. If you have any questions, please contact the ID Experts helpline at 1-800-939-4170 or
go to hitps:/app.myidcare.com/account-creation/protect, and have your unique code ready to provide to the fraud specialist.

Sincerely,

Michael Lanzdorf
Corporation Counsel | Racine County, Wisconsin











