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Dear <<First Name>> <<Lasl Namc=>,

AllyAlign Health, Inc. (“AAH”) is a Medicare Advantage special nceds plan administrator headquartered in
Richmond, Virginia. We are writing in order to inform you of an incident that may have exposed your sensitive
personal information. We take the security of your personal information seriously and want to provide you with
information and resources you can use to protect your information.

What Happened and What Information was Involved:

On November 14, 2020, AAH detected that it was the target of a cybersecurity attack. An unauthorized third party
attempled to infiltrate the AAH’s computer network, lock-out AAH, and then demand a ransom payment.

We have found no evidence that your information has been specifically accessed or acquired for misuse. However,
due to the compromise of our netwark and out of an abundance of caution, we are notifying you of this incident.
It is possible that the following information, if maintained by AAH, could have been exposed to the unauthorized
third party: first and last name, mailing address, date of birth, social security number, Council for Affordable
Quality Healthcare (CAQH) credentialing information (if applicable).

As of this writing, AAH has not received any reports of related identity theft since the date of the incident
(November 14, 2020).

What We Are Doing:

Upon detecting this incident, we moved quickly to initiate a response, which included conducting an investigation
with the assistance of IT specialists and confirming the security of our network environment. We have reviewed
and altered our policies and procedures relating to the security of our systems and servers, as well as our
information life cycle management.

We value the safety of your personal information and are therefore offering credit monitoring and identity theft
protection services through IDX, a leading identity protection technology company. IDX’s services include: at

10900 Nuckols Road, Suite 100, Glen Allen, VA 23060
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