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Notice of Data Breach
Dear <<First Name > <<Last Name- -,
What Happened

We are wninng to mform vou of an incident that involved your personal mformaton. On July 22, 2022, a forensics tcam
confirmed that your information was included on a North Carolina Board of Physical Therapy Examiners computer that
was accessed by an unauthorized ndividual. The unsuthorized individusl may have acoessed the computer as early a¢
June 3, 2022. Wiule we do not have evidence that your information was aequired or used for fraudulent pumoses, we
are uniable to conclusively rule out such possibility. Therefore. owm of an abundance of caution, we are providimg you
this notice to help ensure your informaton remams protected,

\Yhat information Was Involved

The compromised compuer may have contained nformanon such as names, addresses, dates of binh, and Social
Secunty numbers. Please understand that our payment processor has not been impacted by tus incideat Accordiagly.
no payment information has heen compromised. We deeply regrer tha this has occurred and apologize for any
mconvenience or concem caused by this inaident.

\What We Are Doing

Upon karnmg of this incident, we promptly engaged thurd-pany forensics experts to ensure the proper removal of the
unauthonzed individual from cur compuler sysiem. We have also reported this nkeident o law enforcement. This
nouficanon was not delayed because of a law enforcement nvesugaton, We aré continuously exptonng ways 1o further
strengthen the security of information in our computer sy stem, and have implemented addinional protections, including

Added layers of securny inctuding multiple anu-vins protection;

Implemented rwo addinonal firewalls;

Added addiional vutnerability detectiion and management software, and

Engaged an externat agency to momtor Board computer sysiems on a full-time basis.

oWl =

In addigon, we are offering 1denuty theft protection services through JDX, the data breach and recovery services expen.
10X identity protection services include: << 1224~ months of credit and CyberScan moniworing, o $ 1000000
insurance reimbursement policy. and fully managed idenuly thefirecovery services With this protecaon, DX will help
you resolve 1ssues if your identity 1s compromsed.
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What You Can Do

Receiving thus letter does not sulomatically mean you are a vicim of identity theft, However, we encownge you to
remain vigilant, to continually review your cred:t report, bank account activny, and bank staiements for iregulanties or
unauthonzed items; and 1o 1mmediately repont any unauthenzed charges 1o your financial msutution.

We also encourage you o contact TDX 1o enroll in free identity protection services by calling {833) 764-2920 or gomg
1o hupssiresponse.tdx.usncbpl and usng the Enroltment Code provided above. DX representanves are avalable
Monday through Friday from 9 am - 9 pm Eastern Time. I'tease note the deadline 10 enroll 1s December 2, 2022,

Again, al this tune, there s no evidence that your informauoen has been acquired or misused. However, we encournge
you to 1ake full advaniage of this service offenng. IDX representanves can answer queshons or concens you may have
regarding protection of your personal information.

For More Information

You will find dewsiled instrucoons for enrotiment on the enclosed Recommended Steps document. Also, you will need
1o reference the enrollment code at the 1op of this ietter when calhing or enrolling ontine, so please do not discard this
letter.

We value your pnvacy ond sincerely regret any inconveence this maner may cause. Our relationship with vou, vour
confidence 1n our ability to safeguard vour personal information, and your peace of mmd are very important to us,

Please call 1833) 764-2920 or go to haps;/responsesdx us/ncbpt for asastance or for any addinonal questions you may
have.
Sincerely,

Nogth Carolina Board of Physical Therapy Exannners
(Enclosure)
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Recommended Steps to help Protect your Information

1. Website and Envollment. Go to Atips.//respouse.idx.uv/nebpt and follow the instrucuons for enrollment using your
Enrolimeni Code provided ot the op of the letter.

2, Activate the eredit monitoring provided as part of vour IDX idemunty protection membership. The monitoring
inctuded in the membership must be acuvated o be effective. Note: You must have established credit and access o a
compater and the internel to use this senvice. 1f vou need assistance, DX will be able 1o assist you

3. Telephone. Contact 1DX at {§33) 764-2920 © gam adduional informaion about this event and speak with
knowledgeable representalives sbow the appropnate steps to take 10 protect your credst identity.

4. Review your credit reports. We recommend thai you remain vigilani by reviewmg occount sttements and
monitonng credii reports. Under federal law, you also are entinled every 12 months to one free copy of yowr credit repon
from each of the three major credin reporting companies. To obuain a free annual credn repon, go to
www apnuatcrediireport. com or call 1-877-322-8228. You may wish to stagger your requests so that you receive a free
repor by one of the three crednt bureaus every four months.

If you discover any susprcious items and have enrolled 1n TDX dentity proteciion, notify them immediately by calling
or by logging uito the IDX website and filing a request for help.

If you file a request for help or report susptetous acuvity, you will be contacted by a member of our 1D Care team who
will help you determine the cause of the suspicious items. In the unlikely event that you fall victim to identity thefias o
consequence of this incident, you will be asstgmed an 11 Care Speciatist who will work on your behalf to idenufy, stop
and reverse the damage quickly.

You should also know that you have the nght to file a police repon 1f you ever expenence idennty fraud. lease note
that in order to file a cnme report or incidenl report with law enforcement for wWentty heft, you will likely need to
provide some kind of proof that you have been a vicum. A police report is often requured 1o dispute froudulent items,
You can repon suspected incidents of idenory theft 1o local law enforcement or w the Attorney Cieneral.

5. Place Frand Alerts with the three credit bureous. 1f vou choose 10 place a frand alen, we recommend you do this
afier acuvaung your credit montoring. You can place a fraud afert at one of the three major credit bureaus by phone and
also via Expenan’s or Fquifax's webstiz. A frand alen tells creditors 1o follow centan procedures, including contacung
you, before they open any new accounts or change your exssung accounts. For that reason, placing a fraud alert can
protect you, but also may delay you when you seck 1o obtan credil. The contact mformation for all three buresus 1s as
follows:

Credit Bureaus

Equfax Fraxd Reponmg Expenan Fraud Reponing TransUnwn Fraud Reporing
1-866-349-5191 1-888-397-3742 1-800-680-7289

P.0. Box 105069 P.O. Box 9554 I*.0). Box 2000

Atlanta, GA 30348-506% Allen, TX 75013 Chester. PA 1902222000
www equifax.com WWW expenarn.com W W AnSUnion.com

It is necessary 1o contact only ONE of these burcaus and use only ONE of these methods. As soon os one of the three
bureaus confirms yowr fraud alen, the others are noufied to place alers on thewr records as well. You will recerve
confirmation letters in the mail and will then be able 1o order all three credut repons, free of charge, for your review. An
wubal fraud atert will Last for one vear,

Please Note: No one is allowed to place a fraud alert on vour credit report except you,
6. Secarity Freeze. By placing a secunty freeze, someone who fraudulently acquires your persena dentifying

information will not be able 1o use that information 1o open new accounts of borrow money in your name, You will need
to contact the three national credit repornng bureaus histed above o place the freear. The credit reportmg bureaus wall
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request cenan information from you prior to implemenung a freeze such as your name, Secial Secunty number or wx
identification number, date of birth, 1elephone number, and address. Keep in mmd thal when you place the freeze, you
will not be able 1o borrow money, obtain mstant credit, or get a new credit card untit you temporanly hift or permanently
remove the freeze. There 15 no cost to freeze or unfreeze your credu files.

7. You can obtain additional information abow the eps you can 1ake o prevent wlennty theft from the following
agencies. The Federal Trade Commussion also encourages those who discover that ther information has been musused 1o
file a complmnt with them.

California Residents: Visi the Califomu Office of I'nvacy Protection (www.oag.cagoviprivacy} for additional
information on protecnon against lenuty thefi. Office of the Anomey (reneral of Cahfornia, 1300 | Street, Sacramento,
CA 95814, Tetephone: 1-800-952.5225,

Kentucky Residents: Office of the Auorney General of Kentucky, 700 Capitol Avenue. Suue 118 Frankfort, Kentucky
40601, www.ag.ky gov, Telephone. 1-302.696-5300.

Maryland Residents: Office of the Atorney General of Maryland, Consumer Frotection Division 200 St. Paul Place
Balnmore, MD 21202, www. cag siate. md.us/Consumer, Telephone: 1-888-743-DD23.

New Mexico Residents: You have nghts pursuant 1o the Far Credit Reponimg Act. stsch as the right to be toM (f
information in your credit file has been used apanst vou, the nght 10 know what s in your credit fike, the nght to ask for
your credit score, and the nght to dispule incomplete or maccurate information.  Further, pursuail to the Fair Credit
Reponmpg Adl, the consumer reponing agencies must correct or delete maccurate, incomplete, or unvenfisble
information; conswmer reporting agencies may not report outdated neganve information, access to your file ts hmited;
you must give your consem for credut repons to be provided 1o employers; you may limit “prescreened” offers of credu
and msurance you get based on informauon in vour credit report; and you may seek damages from a violator. You may
have additional rights under the Fair Credit Reporung Aci not sumannzed here. Identuy theft viclims and active duty
mibitary personnel have spectfic addinonal nghts pursunm to the Farr Credit Reporung Act. Youcan review your nglm
pursuact 10 the Far Credit Reporong Act by visiting Vit

under-for.pdf, or by wriing Consumer ltespon&e Cemer Room 130-A, Federal Trade Commission, 600 l’mnsylv.amn
Ave. N.W., Washington, .. 20580,

New York Residents: the Anomey General may be comacied ai: Office of the Aitomey General, The Capitol, Albany,
NY 12224.0341; 1-800-771.7755; lmn;ﬂng,m_,m_

North Carolina Residents: Office of the Anomey General of North Carelina, 9001 Mail Service Center Raletgh, NC
27699-9001, www.ncdoj.pov, Telephone: 1-219-716-6400,

Oregon Residents: Oregon Department of Justice, 1162 Cowt Street NE, Salem, OR 973014096,
www dojstate oc.us/, Telephone: |-877-877.60392

Rhode Island Residents: Office of the Atomey Ganeral, 150 South Main Swreet, Providence. Rhode Island 02903,
www.riag.n.gov, Telephone: t 40 1-274-4400.

All US Residents: ldentity Thefi Clearinghouse, Federal Trade Commmssion, 60 Pennsyhvanwma Avenue, NW
Washington, DC 20580, umps:#consumer. fic.gov, 1.877-IDTHEFT (438 4338), TTY. 1-866-053-4261.
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